Step-by-Step

NSG CEDI PPP Dial Up FTP Configuration

CMS announced a change related to the submission and retrieval of electronic transactions. This
change will provide a single front-end solution for submitting claims, receiving reports,
electronic remittance advices as well as claim status inquiry and claim status responses. The
contract was awarded to NGS (National Government Services, Inc.) and uses the CEDI
(Common Electronic Data Interchange) Gateway.

In addition to minor CPR+ programming changes at the beginning of 2008, there were new
transmission protocols that must be adhered to in order for a successful transmission.

On March 4, 2008, NGS released a document titled "NGS CEDI PPP Dial Up FTP." This Step-by-
Step (SBS) uses some of this information and discusses configurations that are relevant to
CPR+ customers. For more information on NSG CEDI, visit http://www.ngscedi.com/.

In order to take advantage of these CEDI changes, you must be using:

- CPR+ version 7.1r (build 7.1.417).
- CPR+ version 8.0d (build 8.0.227 or later) or version 8.0e.

Click on File = Info to find the CPR+ build version you are using.
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NSG CEDI PPP Dial Up FTP Configuration

Notes

Fundamentals

(This section is taken from the document titled "NSG CEDI PPP Dial Up
FTP.")

Dial up PPP services allows the use of FTP to communicate with the
NGS CEDI Gateway.

The service utilizes the Windows new connection wizard to dial and
accept the IP address that is pushed from the router. Once the
trading partner’'s computer receives the IP, it will block any other IP
the computer may be using at the time of the connection. This is
similar to VPN tunneling. Other applications on the computer that rely
on network connections are generally blocked. This will cause
applications that rely on that connection to error or push pop up
boxes relating to bad connections.

No special software is needed to use this service. If the trading
partner has a Windows 98 or Windows XP operating system they can
connect.

CEDI Help Desk
Telephone: 866-311-9184
Email: NGS.CEDIHelpdesk@wellpoint.com

This address is different from the addresses used by the Network
Service Vendors: IVANS, AGNS, VisionShare and McKesson.

Use of Graphical FTP

(This section is taken from the document titled "NSG CEDI PPP Dial Up
FTP.™)

Graphical FTP, such as WSFTP, will work but will display errors in the
lower right hand corner of the application. This is due to the limited
set of commands we support on the gateway. This reduced set of
commands is used to restrict movement within the system and to give
an added layer of security.

The click and drop will generally work but is not supported by NGS
Gateway Services.

CPR+ Step-by-Step

Page 3 © 2008



NSG CEDI PPP Dial Up FTP Configuration

Notes

CEDI Password Requirements

(This section is taken from the document titled "NSG CEDI PPP Dial Up
FTP.")

Password guidelines or standards provide consistency when logging
into CEDI to send and receive electronic transactions. To reduce
unauthorized access, all Trading Partners (submitters/senders) must
follow the password guidelines listed below when creating their
password:

The first time you log in, you will be required to create a new
password.

CEDI Standards for Creating Passwords:

1. Passwords must be eight (8) characters in length. No more
and no less.

2. Passwords must contain a combination of number and alpha
characters.

3. Passwords must contain one of these three special characters
(@, #, $). No other special characters will be accepted.

4. Passwords are only good for 90 days, at which time the user
must reset it.

5. Passwords cannot be changed by the user more than once per
day.

6. After three incorrect login attempts, the ID will be revoked.
Please disconnect and re-try prior to the third attempt.

7. The ID history retains the last 12 passwords the user has
used. These cannot be reused.

8. Must not be stored in scripts, files, or applications unless
compensating controls are in place

NOTE:

Trading Partner IDs will automatically suspend after 365
days of inactivity.
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NSG CEDI PPP Dial Up FTP Configuration

Notes

Basic PPP / FTP Setup Information

The examples identified in this section are Windows XP which is the

corporate standard for NGS.

1. Click Start > All Programs > Accessories >
Communications.

:lj WinZip
ﬂ HMew Office Document

q Open Office Document

@ SetProgram Access and Defaults

@ Ukrakdit-32

Startup
& Internet Explorer
@ windows Media Player
I Attachmate EXTRAI K-treme
I Snaglt 7
@ Oracle Installation Products
Cikrizz

@ Altiris

n Adobe Reader &
CyberLink PowerDVD
@ Quest Software

[ @ Symantec Client Security

Loktus Applications

Winip

Gary Sego

GuardianEdge Technologies

@ Internet Microsoft Office
[\ Internet Explorer

:;:)_—I E-mail
d| Microsoft OFfice CuE|

Microsoft Office Tools

Microsoft Excel

Microsoft PowerPaint

E Microsoft Word
Microsoft Excel

5\
B Attachmate EXTRA!
@ HyperTerminal

-, 3
er Al 1.Gvenuee

f Shortcut to putty ex|

All Programs »

Microsoft Visio
Microsoft Word

Oracle - OraHomes2

Lexmark

Hewlett-Packard

UltraEdit

MewiedAComm

’
iy start

SecursCRT 5.5
Microsoft Access
WS_FTP Pro

@ MedaCamm M2

ﬁ‘) Apple Software Update

@ Accessibility
Entertainment 13
W) Address Book

& Calculator

BN Command Prompt
B Notepad

w Paint

@ Synchronize

& Tour windows xP
(5 windows Explorer
B WordPad
f
System Tools

2 HyperTerminal
\:, Metwork Connections

9_ Metwork Setup Wizard

[5] Mew Connection Wizard

‘-ﬂ Remote Deskkop Connection
\_'2, Wireless Network Setup Wizard

HyperTerminal

Figure 1) Select Communications

2. Select the New Connection Wizard option. (7he New
Connection Wizard screen appears.)

0 HyperTerming
& Network Connections

9

Hetwork Setup Wizard

onneckion

;-Q Remate Deskkop Conneckion

\.jl] Wireless Nebwork Setup Wizard

[E] Hypet Terminal 3

Figure 2) Select New Connection Wizard
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NSG CEDI PPP Dial Up FTP Configuration

Notes 3. Click on the Next button.

New*'o nnection Wizard

Welcome to the New Connection
Wizard
Thiz wizard helps you:

* Connect to the Intemet.

* Connect to a private network, such as your workplace
network.

To continue, click Mest.

[ Mest ][ Cancel

Figure 3) New Connection Wizard

4. Leave the Connect to the Internet radio button selected. You
are not connecting to the Internet but this makes for an easier
setup. Click the Next button to continue.

New Connection Wizard
Metwork Connection Type
‘what do you want to do?

s

(%) Connect to the Internet
Connect to the Internet zo you can browse the 'Web and read email.

() Connect to the network at my workplace

Connect to a buginess network [using dial-up or YPM] 20 you can work from home,
a field office, or another location.

() Set up an advanced connection

Connect directly to another computer using vour zerial, parallel, or infrared port, or
zet up thiz computer go that other computers can connect ko it.

[ < Back ” Mext > ][ Cancel

Figure 4) Network Connection Type
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NSG CEDI PPP Dial Up FTP Configuration

Notes 5. Now select the Set up my connection manually radio button
and click the Next button.

New Connection Wizard
Getting Ready
The wizard is preparing to set up your Intemet connection,

How do you want to connect to the Intermet?
() Choose from a list of Internet service providers [15Ps]

(%) Set up my connection manually

For a dial-up connection, you will need your account name, password, and a
phione number for your ISP, For a broadband account, vou won't need a phone

number.

() Uge the CD | got from an ISP

[ < Back ” Mest > ][ Cancel

Figure 5) Getting Ready Screen

6. Select the Connect using a dial-up modem radio button. Then
click the Next button.

New Connection Wizard
Internet Connection
How do you want to connect to the Intemet?

(%) Connect uging a dial-up modem
This type of connection uses a modem and a regular or ISDN phone line.

() Connect using a broadband connection that requires a user name and
password
Thiz iz a high-speed connection using either a DSL or cable modem. Y'our |SF may
refer to this type of connection as PPPoE.

() Connect using a broadband connection that is always on

Thiz iz a high-speed connection uzsing either a cable madem, DSL or LAN
connection. It is always active, and doesn't require you to sign in.

[ < Back ” ewt > l[ Cancel

Figure 6) Internet Connection
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NSG CEDI PPP Dial Up FTP Configuration

Notes 7. Enter a name that is relevant to this connection. In the figure
below, we've entered NGSCEDI. Then click the Next button.

IMPORTANT:
The ISP Name CANNOT contain a space.

New Connection Wizard
Connection Name
What is the name of the service that provides your Intemet connection?

Type the name of your ISP in the following box.

I5P Name

|NGSCEDH

The name you type here will be the name of the connection you are creating.

< Back H Meat > ][ Cancel

Figure 7) Connection Name
8. On the Phone Number to Dial screen, enter 1-888-293-9649 in
the available field.

a. You may or may not need a “9” before the phone
number. The “9” allows the dial to pause for the
outside connection to be made.

b. The “1” in the phone number is the standard for long
distance. Click the Next button.

New Connection Wizard
Phone Number to Dial
What is your ISP's phone number?

Type the phone number below.

Phone number:

1-888-293-5649 |

You might need to include a "1" orthe area code, or both. f you are not sure
you need the extra numbers, dial the phone number on your telephone. f you
hear a modem sound, the number dialed is comect.

[ < Back ” Next = ][ Cancel

Figure 8) Phone Number to Dial
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NSG CEDI PPP Dial Up FTP Configuration

Notes

9. NGS suggests that the Anyone’s use radio button option is
selected, but this can vary by user. Click the Next button to

continue.

New Connection Wizard

Connection Availability
% “Y'ou can make the new connection available to anp uzer or only to vourself,

available unless wou are logged on.

Create this connection for:
(&) Anyone's use
) My use only

A connection that iz created for pour uze only is saved in your user account and i not

[ < Back H et > l[ Caticel

Figure 9) Connection Availability

10. While on the Internet Account Information screen, leave the
User name, Password and Confirm password fields blank.

ﬁew Connection Wizard

Internet Account Information

LEAVE BLANK

‘'ou will need an account name and password to sign in ta your Intermet account.

Type an ISP account name and password, then wite down this information and stare it in a
zafe place. [If you have forgotten an existing account name or pazsword, contact pour 1SP.]

User name: ||

Password: |

Confirm password: |

this computer

B M ake this the default Intermet connection

A Use this account name and password when anyone connects to the Intermet from

[ < Back “ Mext ][ Cancel

Figure 10) Internet Account Information
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NSG CEDI PPP Dial Up FTP Configuration

Notes 11. For the two checkboxes on the screen, NGS suggests that they
be unchecked as in the figure below. Click the Next button to
continue.

New Connection Wizard

Internet Account Information
“¥ou will need an account name and password ta sign in ta your Intermet account.

Type an ISP account name and password, then write down this information and stare it in a
zafe place. [If you have forgotten an existing account name or password, contact your |SP.]

I

User name:

Password:
Confirm password:

[[]Use this account name and passwaord when anyone connects ta the Internet fram
this computer

[ Make this the default Internet connection

CLICK ON THE

CHECK MARKS TO-
REMOVE

[ < Back " Mext > ][ Cancel

Figure 11) Selections Unchecked

12. The connection wizard displays the final screen with a
breakdown of the connection that was just created. Click the
Finish button to close the screen.

a. Itis not necessary to add the shortcut connection to
your desktop.

b. This completes the setup section.

New Connec

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

NGSCEDI
* Share with all uzers of thiz computer

The conmection will be saved in the Netwark
Connections folder.

[ Add a shortcut to this cornection to my desktop

To create the connection and close this wizard, click Finish.

< Back | Firizh | Caticel

Figure 12) Completing the Connection Wizard
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NSG CEDI PPP Dial Up FTP Configuration

Notes

Editing the Connection Properties

Once the connection is created, you will need to edit the new
connection properties.

1. Right-click on the newly created dial-up entry on the Network
Connection Screen and select the Properties option.

2.

" Network Connections
File Edit View Favorites Tools Advanced Help

QBak - O ¥ O search [y Folders [T~

Address ‘e_ Network Connections

v B

Name
Network Tasks Dial-up
[&] Create a new connection L

ﬁ Change Windows Firewall vy

settings LAN of

@ Rename this connection
iz) Delete this connection Ltocal |

Change settings of this h1394| (Create Copy
connection

Cancel as Default Connection

Create Shortcut
Delete

Other Places . Rename

3 Control Panel Properties
&3 My Network Places

(&) My Documents

W My Computer

Details

NGSCEDI
Dial-up

Unavailable - device missing,
Firewalled

1-888-293-9549

Type

| Dialup

_| LAN or High-Speed Inter...

LAN or High-Speed Inter...

Status Device N;

Unavailable - device miss...

Connected, Firewalled Intel(R) PF
Connected, Firewalled 1394 Net

Figure 13) Network Connection Screen

While on the dial-up entry Properties screen, select the
Options tab. In this document, the dial-up entry was labeled

NGSCEDI.

B~ NGSCEDI Properties

| General | Optionis |Sec:|.||'i’q.r || Networking | Advanced |

Dialing options

Display progress while connecting

[ Prompt for name and password, certificate, stc.
[ Include Windows logon domain

[] Prompt for phone number

Redialing options

-~

Redial attempts: 3 e

Time between redial attempts:
Idle time before hanging up:

Redial f line is dropped

[ ok ][ cancl

Figure 14) Options Tab
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NSG CEDI PPP Dial Up FTP Configuration

Notes 3. Uncheck the following prompts:
a. Prompt for name and password, certificate, etc.
b. Prompt for phone number

4. Select the Networking tab.

B~ NGSCEDI Properties

General | Options Security| Networking | Advanced

Type of dialup server | am calling:

This connection uses the following tems:

~— Intemet Protocol (TCP/IP)

B QoS Packet Scheduler

Dg File and Printer Sharing for Microsoft Metworks
g Wirtual Machine Metwork Services

O fE_l Client for Microsoft Networks (&)
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ OK ] [ Cancel

Figure 15) Networking Tab

5. Select the Internet Protocol (TCP/IP) connection and then
click the Properties button. (7he TCF/IP Properties screen
appears.)

6. While on the TCP/IP Properties screen, click the Advanced...
button.

CPR+ Step-by-Step Page 12 © 2008



NSG CEDI PPP Dial Up FTP Configuration

Notes 7. Uncheck the Use default gateway on remote network
option and then click the OK button. (7%i/s closes the
Advanced TCF/IP Settings screen.)

Advanced TCP/IP Settings

General | DNS || WINS

This checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
network.

[ Use default gateway on remote network

PPP link
Use IP header compression

[ OK ] [ Cancel

Figure 16) General Tab

8. You are returned to the TCP/IP Properties screen. To close
this screen and save the settings, click the OK button. (7A/s
closes the TCP/IP Settings screen.)

9. On the Connection Properties screen, click the OK button to
save these settings.

Dialing In the First Time

NOTE:

YOU WILL NEED TO DIAL IN OUTSIDE OF CPR+ THE FIRST
TIME TO CHANGE YOUR PASSWORD.

1. Go to Start > Settings > Network Connections and
double-click on the network connection created above.

a. The modem will begin to dial out to connect to NGS
CEDIL.

b. Once connected to their network, you will need to go
to Start > Run. (7he Run screen appears.)

c. Type CMD in the available field and click the OK
button to open the Command prompt window.

CPR+ Step-by-Step Page 13 © 2008



NSG CEDI PPP Dial Up FTP Configuration

Notes 2. While on the Command prompt screen, do the following:
a. Type in FTP and then press the <Enter> key.

b. Type Open 30.241.241.70 9954 and then press the
<Enter=> key.

c. Type your Submitter ID in the User field and then
press the <Enter> key.

d. Type Go2CEDI! in the Password field and then press
the <Enter> key.

e. You will see a message that the user password is
expired. Use “user” to login and use “<password> /
<new password=>" for Pass. Not logged in. Login
Failed.

f. Type user at the ftp> prompt and hit enter.
g. Type Submitter id and hit enter.

h. Type Go2CEDI! / and what you want your new
password to be (no more and no less then 8
characters) and then press the <Enter> key.

NOTE:

Please see "CEDI Password Requirements" section on
page 4 of this document for more information about
setting up your password.

Connected to 30.241.241.78. k
28-TDCAS5A1U FIP server starting...

NATIONAL GOYVERNMENT SERVICES CEDI GATEWAY
Warning: You are accessing a U.8. Government information system.
Unauthorized use is prohibited and subject to criminal and civil
penalties. All users must adhere to the Information Security Policies,
Standards,. and Procedures of the United States Department of Health
and Human Services, Centers for Medicare and Medicaid Services (CMS>.
Your usage will be monitored. recorded, and awdited. Your use of this
information system establishes your understanding of . and consent to.
the foregoing terms and conditions. CME and its contractors maintain

228— ownership and responsibility for their computer systems.
a

lUser ¢30.241.241.78:<{none>>: ABEOA

331 User ABEGH8 QK. Password reguired.

Password :

L58-User: ABEBA password expired.

558-Use "user" to login and use "<password>- <new password>' for PASS

331 User ABEGH8 QK. Password reguired.
Password :

Figure 17) Command Prompt Interface
3. Once your password has successfully been changed, type BYE
at the FTP> prompt and then press the <Enter> key.

4. To exit the command prompt, type EXIT and then press the
<Enter> key.

CPR+ Step-by-Step Page 14 © 2008



NSG CEDI PPP Dial Up FTP Configuration

Notes At this point, you will then need to disconnect from the NGS CEDI
network. You will have a (network icon) in the Windows system tray
that indicates if you are connected to the NGS CEDI network or not. If
clicked, a status box will open up and you can click on disconnect or
you can right-click on the icon and then click the Disconnect button.

B NGSCEDI Status 2 x|
General | Detailsl
i Connection
Statusz: Connected
Duratior: 00:05:27
Speed: R4 6 Kbpz
— Activity
Sent —— —— Received
_/IL
— €
Butes: 2568 1.493
Compression: 9% 10%
Errors: 1] 1
Froperties I Dizconnect |

Cloze |

Figure 18) Network Connection Status

Setting Up CPR+

Now that the network connection and all of the settings are
configured properly, you can complete the setup in CPR+.

1. Go to Billing /7 Financial (5) > Electronic Claims (4) >
DME MAC Claims (Medicare) (1).

a. Select a company or all companies if prompted.
2. Click the Setup (F6) button.

3. Select the Dialup Networking (FTP) Radio box. ( This will open
up the Dialup Networking Entry field.)

4. Select the entry just created from the associated drop-down
list.
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NSG CEDI PPP Dial Up FTP Configuration

Notes

== EMC Setup for Definitive Homecare S

*** This Information is Company-Specific

DWE MAC Region ||El_ v Test or Production

Transmission Methods:

Aekk

IP_V

" Dialup (DME MAC Directy  ITS (WehMD Internet) & Dialup Networking (FTP)

DME MAC Submitter D # IVDBQDD133

DME MAC Phone # |1-888-293-TD41 IP AddrESSIBD_EM.EM.TD 9!

Baud Rate IQGDD

DME MAC Login ID # [vossonias

DME MAG Password [Gosceon

Dialup Netwarking Entry Im

TSO # ITSOEZOS

ITS Login D I

ITS Password I

Mew Cannection (F9) | Cancel (Esc) |

Save (F2)

Figure 19) EMC Setup Screen

5. Press the <Ctrl+F8= keys to open the IP address field to the
right and enter the new IP and Port number 30.241.241.70

9954.

6. Once a claim batch has been created (batch creation process

is the same) and you have selected Yes to transmit, the
following prompts are displayed on the screen while the
system is connecting. No action is required by the user.

NOTE:

supported for this process.

If you do not see the following prompts, check the
CPR+ icon properties. The Start and Target paths
must be mapped to a drive letter. UNC paths are not

Connecting
- ﬂ Dialing...
e
Cancel |

Connecting NGSCEDIL...

- :il‘ Reqiztering vour computer on the networks...
)

Cancel

Figure 20) Connection Prompts
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NSG CEDI PPP Dial Up FTP Configuration

Notes

The prompts will clear and CPR+ will connect to the FTP site

to upload or download as indicated.

[ 0] Ente

| Sain] CoWING 215

gl JE0 @+ A7 i aes 2 73

=loi =iy

Figure 21) CPR+ Screen with Connection Prompt

Once the action is completed, the following message box will

display:

P

X

(Click ok to continue once the transmission is complete.)

[ Ok (F2) |

Figure 22) Transmission Completed Prompt

A Transmission Log appears after clicking the OK (F2) button.

-~ View Text Fi

1ol x|

2z0-TDCOEEOLT FTP server starting. ..

220- and Human Services, Centers for Medicare and
220- Your usage will be monitored, recorded, and

(Gspiae s

220- ownership and responsibility for their computer systems.

220~
220~ NATTONAL GOVERNMENT SERVICES CEDI CATEWAY
220- Warning: You are accessing a U.8. Covernment information systenm.

220- Unauthorized use is prohibited and subject Go criminal and ciwil

220- penalties. A11 users must adhere to the Information Security Policies,
220- Standards, and Procedures of the United States Department of Health
wices (CMS).

220- information systenm establishes your understanding of, and comsent to,
220- the foregoing terns snd conditions. CMS and its contractors maintain

use of this

zzn
User (30.241.241.70: (none)):
331 User V08900133 OK. Password reguired.

230 0K. Logged in
frps binary

200 TYPE is now 8-bit binary
frpr Interactive mode Off .

frps prompt
cd elaiwsin

230 <virtual directory>

frp> upur EMC20080321170653. dat
200 PORT coumand successful

Print Compressed (F7) | Print Landscape (F&)

Close (F2/Est)

Figure 23) Transmission Log
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NSG CEDI PPP Dial Up FTP Configuration

Notes This Transmission Log is your confirmation that the requested action
was completed.
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